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Abstract

We propose in this work, a new approach based on a probability study to choose the standby
Programmable Logic Controller (PLC). Indeed, the solution of standby PLC was adopted by the majority of the
industrial companies faced to automated production management and scheduling. This solution proved its
efficiency by guaranteeing the continuity of functioning of the equipment of production managed by PLC; the
latter can be automatically replaced by another in the case of failure. Unfortunately, this solution has shown
its limits. Several anomalies have been identified by the automation specialists. The most known are the not
starting up of the standby PLC for various causes. The new developed approach allows not only
incrementing the number of standby PLC but also choosing the best one in the replacement task. This choice is
based on a new probability approach. Simulations are performed through T.I.A Portal platform.
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1. Introduction

Efficiency and productivity are decisive success
factors in manufacturing and  automated
management industrial process. The industrial
Programmable Logic Controller (PLCs) are the most
widespread controllers in automatism that are used
in various areas of industry, energy production,
agriculture, etc. [1] [2]. Indeed, its success
witnessed many application researches in industry
which was considerably developed since. Some
important required properties are well known in
industrial process and have to be verified before
any operating mode. Among these properties, we can
cite reliability, availability, maintainability, safety
and security [7].

By the increasing complexity of the automated
systems, and specially in Fault Tolerant Control (FTC)
domain, PLC became source of many practical
problems; the most frequent is its stop functioning.
In order to ensure the continuity of service even in
the presence of failure, this problem leads the
researchers in automatic control to improve the
operating reliability of the PLC. We consider in this
work, the system operating safety from the failure
point of view domain [20]. The Bayesian methods are
used in well-known cause-effect decision methods
taking into account statistical data provided by the
system [10]

The obvious solution in monitoring is material
redundancy of some critical components [3], which
consists to realize the same function by different
ways. With the same principle, the redundancy of
PLC (which merely duplicate the important
automaton) is used and the PLC is called standby PLC

[2]. Another kind of redundancy is analytical
redundancy [20], which uses the information and
knowledge provided by the model. In this case, we
suppose that mathematical relationships describing
components’ behaviour are available.

However, despite the enormous investments in
the field of automation research, this solution has
shown its limits because the starting up of the PLC
is executed automatically when the principal PLC
breaks down. In other words, one stand by
replacement PLC is associated for each working on-
site PLC.

In order to prevent this kind of problems, we
propose in this work a new architecture to improve
the replacement task. Our proposed solution is based
on two main aspects: using probability concepts to
encompass the good PLC functioning, and
incorporating these non-deterministic data over time
to evolve a strategy in choosing the better operating
safety mode from the proposed PLC crash mode
situations. This methodology proposes a monitoring
system, sometimes enhanced by simulation software
allowing choosing the most reliable standby PLC to
ensure the replacement task.

The study of operating safety of a system is a
part of major challenge in the last decade due to
its importance in industrial plants, and constitutes
performance criteria of the diagnosis system [5]. The
evaluation of the system operating safety consists in
analysing and estimating the consequences on
system performances after subsystems and/or
components failures. This study contains three
attributes [15]:

Reliability: is the ability of the component or
system to perform its required function in a period of
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time. It is a measure used to assess engineering
systems and industrial plants. Formally, we can
define the reliability R(t) of a component in [0, t]
as the probability of its good functioning noted as:
R(t) = Prob {Not failing system on [0, t]}

Maintainability: is the capacity of an entity to
be maintained or to be restored in a previous
acceptable state in which it can ensure a required
function.

The study of operating safety is generally based
on [18]:

Functional Analysis: that allows to decompose
the system into sample elements and to define their
functions in terms of input-output operations.
Generally, the functional analysis is defined by
external aspect illustrating the relations and the
activities of the system with its environment and
internal aspect for analysing system activities.

The most used analysis methods are: SADT
(Structured Analysis and Design Technique) [23],
FAPT (Function Analysis Program Technique) and
UML (Unified Modelling Language) used for complex
industrial systems [17].

The system dys-functioning analysis consists in
identifying the conditions leading to failures and
thus, planning their consequences for each failure
mode. Some used methods in dysfunctional analysis
are fault tree-based, consequence tree-based and
the most used is FMECA (Failure Modes, Effects
and Criticality Analysis) [19]. FMECA method is well
suited for the PLC dysfunctional analysis.

Several proposals were given in literature to
compute the operating system safety [14].
Unfortunately, most works were not validated in
practice. By the contrary, some simulation
software developed in research laboratories has
concretized their approaches. Among the proposed
software in this domain, we note [19, 20, 21, 24]:

RAM  Commander proposed by PHIMECA
Engineering is the world’s leading software in the
area of reliability and maintainability prediction with
the fully integrated FMECA and design/process
«Failure Modes, Effects and Analysis» FMEA.

Open FTA is an advanced tool for Fault Tree
Analysis developed by Auvation advanced software
[13]. It has an intuitive front-end which allows the
user to construct, modify or analyses fault trees.
This software has been designed to wide
international acceptance for fault tree analysis,
particularly in the aerospace, nuclear, medical
equipment and defence fields.

Protool simulator proposed by Siemens allows to
simulate the various failures of the automated
systems and to plan the reaction of the PLC to
correct them. Based on the history of the occurred
failures, the software [19] offers to the automation
specialists the possibility of studying the reliability
of the system.

To achieve our objective, we developed new
Siemens software with new functionalities in
simulation.

This approach relies on
concepts....of __systems

operating safety
to_calculate reliability,

availability and security. The rest of the paper is
organized as follows: In section 2, some critics are
addressed to the existing methods. In section 3, we
give the general proposed approach through a
system design. We can see how the replacement task
management has led us to propose a new
redundancy based architecture. The last section is
devoted to simulation in order to validate our
approach. The tests and simulations were performed
through a new Siemens tool named TIA PORTAL
“Totally Integrated Automation Portal”, before
ending by some concluding remarks.

2. Limit of the existing solutions

The solution of standby PLC was proposed by the
Siemens research laboratory in automatism to
remedy the problem of PLC crash, which could
engenders the immediate stop of all the equipment
involved in the production chain, and consequently
leads to economic loss [1, 25].

The research laboratory suggested configuring for
each PLC functioning on-site a Standby PLC, which
will replace the principal automatism in the case of
"stop” state [10].

Two kind of redundancy were given in this
context. Active redundancy where both “principal
PLC and Standby PLC” ensure their automatism
tasks, and passive redundancy where only one PLC
works on-site at a given moment [15, 25].

We also have the redundancy of order ‘n’ such as
‘n’ is the number of redundant PLCs that are able to
replace the main PLC. These parameters depend on
the desired level of security that may be different
for different kind of equipment. Unfortunately, in
spite of all invested efforts in this domain, and
for different causes, crash problem persist in
several companies, and affect the capacity of
Standby PLC to ensure the replacement task.

This preoccupation motivated us to propose a
new probabilistic management approach ensuring
the continuity of service even if crash situation
arises.

3. Proposed approach

In the new replacement strategy, we assume the
replacement of the principal PLC is not programmed
in advance. This situation means that the triggering
of the standby PLC is not executed automatically
when the principal stops. Indeed, we suggest
choosing the standby PLC among all PLCs having the
biggest probability of good functioning in an interval
of time ‘T’.

This solution offers two main benefits:

- Increase the number of standby PLC: In fact, we
changed the architecture of standard redundancy
adopted by the majority of the companies, which
defines for each principal PLC, only one standby
PLC.

- Make sure that the strategy chooses the best
standby PLC among the functioning ones.

To do this, we propose a probability method,
which allows computing the probability of good
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functioning. The standby PLC having the biggest value
of this probability is the most indicated to the replace
task in crash mode situation.

Let’s now, just recall some probability theory
concepts necessary to our approach.

4. Methods of probabilistic calculus

Several probabilistic based calculi exist in
literature [11, 15]. However, there are two most used
tools to model the shelf- life of a system:

Weibull law: Characterize the  system
performance in its three life phases (youth, constant
and ageing) according to the value of parameter B
such as [12]:

B <1: period of youth
B =1: constant period
B >1: period of ageing

Three parameters define this law, we have:

Scale parameter n, Location parameter 7
and Shape parameter B.
Probability density:
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Exponential law is used often in reliability when
failure is constant. This law with parameter A (A>0),
computes probability of density on IR [16]:

J(t) = Aexp {-At}

The distribution function is defined as:
F(t)=1—exp{-At}

The reliability function is defined by:
R(t) = exp {— At}

Meantime to failure is defined by:
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The first law of probability calculus was adopted
in our approach for the following reason:

Exponential law is characterized by its ‘without
memory’ principle [11].

Exponential law considers the default rate
constant over time [12], which is not the case for the
PLCs. In fact, we consider in this work, that default
rate of these systems depends on the failure of their
critical components, and as they are different from
each other, this parameter is thus considered as
variant.

5. Standby PLC management

The proposed approach is split into two parts:

- Software parts: The system manages all Standby
PLCs.

- Hardware parts propose a new material
configuration of all PLCs. Concerning the first
part, we designed a system ensuring two main
functions: control functioning and the choice of
the standby PLC.

5.1. Control of PLC functioning

To ensure the control of each PLC functioning, the
system controls the state of functioning of each
critical component, i.e., whose failures lead to crash
of the principal PLC [25, 28]. Indeed, we distinguish
in this work between two types of PLC components:

Critical components associated to the immediate
stop of the PLC. These last are considered like non-
repairable and are subjected to one failure. They can
be repaired without stopping the whole system.

The criterion of criticality appearing in the FMECA
analysis [19] [22] is used to determine the list of
critical components. Indeed, the principle of this
method is based on system decomposition (Figure 1).

Decompose

Component 1 Component n

{ Component 2 J Component 3 J
.

Define failure modes
(Human expertise)

Liste of failures J

‘Esbm.ﬂ(‘ the effects of the failure

Critical failures

‘ Failure classification

Classified Failures

Figure 1. FMECA principles

For each element, we look for malfunctioning or
for the possible failure modes. Their effects or
consequences of this dys-functionning are analysed
through their criticality level. The main purpose is to
determine the importance of each failure mode by
listing the involved critical components of the system
under study.

We calculate for these components, and by
statistical measurements, the time before the
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transition to failure state [8,9, 21]. We use the
following formula:

MTTF=MTBF 2.1)

MTBF = Mean time between failures MTTR: Mean
Time to repair

The formula used for calculation of reliability is
defined as follows:

MTTF=MTBF+MTTR (2.2)

So, MTTR is negligible and considered as null:
MTTR=0
We have:

TBF=number of hours of good functioning/Number of
failures (2.3)

Since these components are irreparable and
undergo a one failure, so the number of failure is
equal to 1, which amount to proving that
MTTF=MTBF= Number of hours of good functioning.

The second functionality supported by the
proposed system is the choice of the standby PLC.

5.2. Choice of standby PLC

The system chooses the standby PLC having the
biggest value of good functioning probability [11]. It
means that the replacing function is not any more
executed automatically by the standby PLC when the
principal PLC broke down. Indeed, the computing of
the probability of good functioning of the PLC boils
down to calculating its reliability function [10].

In our case, as argued before, we assume the
system follows Weibull distribution law. This
hypothesis is well accepted in engineering systems in
lifetime measurement of the components.

In reality, the calculus of reliability of a complex
system depends of the reliability of its components
[10, 21]. In this step, no-critical components (whose
failures decrease the reliability of the PLC) are not
considered. However, the good functioning
probability of the PLC during the failure of its critical
components is null because it leads directly to the
shutdown of the PLC.

If we adopt the formula of calculation of
reliability’s Weibull law [12], we have:

= ) (2.4)

The calculi of the reliability R (t) from the formula
(2.4) does not give exact values because the shape
and scale parameters are estimated by experts, and
then this may distort the choice of the standby PLC.
To avoid this constraint, we calculate the reliability
from the more realistic observations. These
observations are realized during all standby PLC’ life
concerned by the replacement operation in period T.
We consider T as the time of the principal PLC
stopping [10, 14].

We calculate for each standby PLC for a period
[t1, t2] / t1, t2 <T time of functioning before failure
of the principal PLC. The following measured
parameters are presented below:

Table 1. Calculus of reliability

Functioning time T t1 t2 T
Number of the components which (X1 X2 X3
underwent a failure

Number of the components Y1 Y2 Y3
functioning at the beginning of

period

Reliability R(t) X1/ Y1|X2/ Y2 |[X3/Y3

The system realizes afterwards, a comparative
study of the various values of the reliability for the
existing standby PLC (3 PLCs in our application).
Indeed, the chosen emergency controller PLC is
characterized by an increasing value of reliability
meaning that the number of its damaged components
decreases.

6. Proposed material configuration

The architecture of redundant automatons
belongs generally to two categories: active and
passive redundancy as defined in section 2. The
switch towards the standby PLC will be automatically
done during the breakdown of the principal PLC.

In this work, we consider the first category. The
latter is the most used strategy in industrial plants;
each on-site functioning PLC is also configured to
work as standby PLC, i.e. is a potential future
principal PLC.

- The main functions of the standby PLC are:

-~ Acquiring input in real application cluster (RAC)
of the principal PLC in its input memory. B)

- Registering output in RAC of the principal PLC in
its output memory.

Getting back cyclically the information on the
state of the principal PLC functioning.

The proposed approach in this paper will replace
a classical serial architecture by a star architecture,
exactly like star network architecture:

- Connection between principals PLC and standbys:

e The configuration of the architecture of

standby PLC adopted by the majority of
companies defined a connection between
a principal PLC and its first replacement
PLC in the list (Figure 2, infra) [4].
This last is connected to the second
replacement controller and so on in such a
way that the PLCs are beforehand classified
into an emergency order. The number of
the connected standby PLC depends on the
required security level, and the sequence
of the machines is already established.

Principal PLC

Standby PLC1

Standby PLC2
Figure 2. Architecture of standard standby PLC
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We suggest here modifying this architecture by
connecting the principal PLC to all standbys PLC

(Figure 3).
1

Principal Standby
PLC PLC1
= ===l

: é_ Wi Standby
W =

Figure 3. Star architecture of PLCs

This proposal allows increasing the number of the
standbys PLC [5], and is better in case of a principal
crash because, in each step, an “elitist” strategy is
ready for the best PLC choice. This method is inspired
from meta-heuristic strategies.

We also suggest creating a new connection
between the designed system and all PLCs, allowing
data exchange on the PLCs functioning state

Standby
FLC1

Supervisor
system

il

Figure 4. New proposed architecture

Standby
PLC2

In this architecture, the supervisor is connected to
all PLC including principal one. Its role is to collect
information from the operating PLCs modes in order
to evaluate continuously PLCs reliability and order
emergency PLC to replace the principal one in case
of failure.

7. Case study

This study was realized in Sonatrach Company,
GP2Z complex (Arzew- Algeria). The complex ensures
the treatment of the GPL raw product forwarded by
the deposits of the South through pipelines for the
commercial production of the propane and butane.
Once treated, products are stored in storage tank.

In this study, we are interested by the
architecture of standby PLC adopted by this
company. Each PLC functioning on-site controls and
ensures the good functioning of equipment of
production [20]. For the compressor system, the
company possesses three PLC controllers (Figure 5).

Replace Replac
PLC)| w3 pLC, — PLG,

1 |

Replace

Figure 5. Architecture of standby PLC in GP2Z site System
design

The redundancy adopted in this site is an active
type: each of the three PLCs has simultaneously the
role of principals PLCs and the role of Standby PLC.

System design

The first objective of system design is to propose
a global and practical control of functioning of all
PLCs. The developed program is divided into two main
parts:

PLC Control: allows controlling the functioning of
the PLC from the information provided by the state
variables of operating of each of critical components.
The function of control is based on the “set point”
parameter in order to compare the real state of the
component (Information given by the PLC) with its in
normal behaviour. The list of the critical components,
which we defined by applying the principle of the
method of FMECA, contains five components. These
components are considered as irreparable meaning
that their failures will immediate stop the PLC.

Power block: the value of the normal state of
energy consumption is 24 V. We declared in the
program a variable Bl=24 V. This variable will be
compared with the real value of the block sent to the
supervisor. If this value is different to 24, the system
declares the failure of the power block and starts the
execution of the second part of the choice program
of the standby PLC. Processor: there is no set point
value, i.e. we cannot detect this failure until the
shutdown of PLC occurs.

Input/output cards: this component is used to
send the orders emitted by the PLC to the equipment
of production or to receive information from it.
Depending on the type of the input/output card, we
defined a range of values could be transmitted in the
Interval [min, max]. The presence of a fault is
detected at monitoring level that determines
whether the process is in normal operation or not.

Program: The state of functioning of the program
is defined by its cycle of execution. If it exceeds its
Nominal value, the program is declared in failing
mode. The supervisor system plans the stopping of
the PLC, if it detects one of the errors cited above,
and then jump to starting the execution of the chosen
PLC procedure.

PLC Choice: this part of the program allows
calculating the reliability of PLC for the period T. This
period has been evaluated during months; we have
considered also the date of the beginning of
functioning five months before the first appearance
of failure.

The calculation of the reliability of PLC boils down
to calculation of the shelf-life of its no critical PLC
components and which can be easily corrected.

To validate our approach, we have chosen in this
paper the case study with three PLCs of the company.
We have then noticed the observations of failures as
follows:

- In date of May 22, 2016 at 23:32, PLC2 is put in
stop after a failure detected at the Power block:
the value of energy distribution decreases to
22 V, which is less than 24V threshold.
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— At 23:33 of the same day, PLC3 Tried to read the
data of the sensors of PLC2 to ensure the task of
standby.

- At 23:34, an error detected on the panel of PLC3
indicating the percentage of occupation of its
memory at 98 % rate.

- At 23:35 the equipment of production managed
by PLC3 is stopped.

We can conclude that PLC3 is not able to ensure
the task of standby. To remedy this limit, the
principle of the proposed approach consists in
increasing the number of the automatons which can
ensure the standby task including even PLC1.

The occupation of the memory of PLC3 at 98 %
decrease its reliability what returns us to choose PLC1
instead of PLC3 to replaces PLC2.

To validate this choice, we assumed the failure of
the components of PLC1 and PLC3 during five months
before the appearance of the first PLC2 failure.

Table 2. Calculation of reliability of PLC1

Time of Month |[Month [Month |Month [Month
functioning |5 6 7 8 9
Number of 7 2 5 2 15
the
components
which
underwent a
failure
Number of 15 14 11 9 7
the
components
functioning
since the
beginning
reliability R(t)|7 /15=|2/14=
0.46 |0.14

5/11=
0.45

2/9=
0.22

15/7=
2.14

The number of the components, which underwent
a failure, differs from one moth to another.
The total number of the components of the PLC in
this application is 23 Components.
We can thus plot the reliability curve of PLC1
during this period as follows:
Reliability
0.5 T
0.4
03
0.2

0.1

5 & 4——g—— 9 Timey{months)
Figure 6. Calculation of reliability of PLC1

As the reliability of PLC1 is the valuable sum of
reliabilities of its components, we have:

R(t)PLC1 = R(t) component

R(t)API1 = 0.46+0.14+0.45+0.22+2.14=3.41

In the same manner, we calculate the reliability
of the PLC2 for the same period. We obtain the
following table:

Table 3. Calculation of reliability of PLC2

Time of Month [Month |Month [Month |Month
functioning |5 6 7 8 9
Number of |9 3 6 5 2
the
components
which
underwent a
failure
Number of 14 11 9 8 5
the
components
functioning
since the
beginning of
period
Reliability

9/14=
0.64

3/11=
0.27

6/9=
0.66

5/8= |2/5=
0.26 0.4

We can thus plot the reliability curve of PLC2
during this period as follows:

Reliability /|
05 —
04 —
03 —
02 —
01 —
+—t— } } —>
5.6 4 8 JTime/Month

Figure 7. Calculation of reliability of PLC2

As the reliability of PLC2 is the valuable sum of
reliabilities of its components, we have:

R(t)PLC2 =0.64+0.27+0.66+0.62+0.4=2.59

The principle of “PLC Choice” program consists to
take the maximum reliability value of the existing
PLCs. Indeed, we remark from the example that
during the period of five months before the
appearance of the failure at PLC2, the PLC3 has
suffered from many failures compared to PLC1 that
explains the degradation of its reliability value.

Figure 8 and Table 4 show a comparative study
between the architecture adopted by the company
and that we proposed.
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Figure 8. Material configuration of the supervisor
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Table 4. Comparison of the architectures

Architecture of |Proposed
the company architecture
Chosen PLC PLC2 PLC1
Failure risk of |Yes No
the standby
PLC
Breakdown Yes No
risk of
functioning of
the production
equipment

Test and simulation

The system is deployed on a station Console of
Programming and Simulation “CPS” [9, 27] (Figure 9).

. Ti4 Portal
« Platform of development »

Creation of the
program of
automation

= Platform of simulation =

Figure 9. Station CPS

It allows creating a virtual environment identical
to the industrial plant. It offers helpful toolboxes to
try different situations and faithful failure conditions
in order to see how in real situations, the system will
react.

Two software tools are installed on the station:
TIA Portal and its simulator (Figure 8, supra).

The environment of development of TIA Portal
“Totally Integrated Automation Porta” is a new
working environment of Siemens, which allows

implementing solutions of automation [6, 17, 18, 27].
This tool is used in design of the proposed
Supervisor system, which in turn is constituted by
material part and software part.
The material part presents the configuration of
the system and its components. The software tool
depicts it by the “material view” (Figure 10).
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Figure 10. Configuration of connections

The right panel allows us to insert the system
components such as Power block, Input/ Output cards
or communication modules.

The inserted input cards allow transferring the
information on the state of functioning of each PLC.
For this purpose, we created a variables table to store
data associated to each input system.

The first objective is to make the environment of
simulation identical to the real control plant. Hence,
we configured the material of three PLCs by choosing
the same type of its components accordingly to the
existing production installation [6, 29].

To configure the communication between the
supervisor and three PLCs, we have used the
“networks view” (as it is shown in Figure 10, supra).

We have chosen the same type of connection used
in the GNL Company, i.e. the “Profibus-DP”, which is
also the most used protocol in the industry. This type
of connection allows a high throughput exchange of
data between several physical devices and automata.

The software part represents the program
executed by the supervisor. Three languages can be
used by this tool [19]:

- Statement list (STL),
- Ladder Logic (LAD),
- Contact (CONT).

We used the third language because the program
of the three PLCs has been already developed by the
company.

“PLC Control” is one of the most important parts
of this program. It allows controlling the functioning
of each PLC from the stored data in the table of
variables. Note that the program is divided into
simple units; each unit treats a variable of this table
(Figure 11).

Réseau 5:C: hibi trip bit

rumzntme :

DB1.DEXTEE
3
bi trip
bit
"cl_data”.
T100 Channels[3
S_EVERT 2-hibt

CHP =R CMP>R
(
1

S5T#1Ds
DB1.DED784 DB1.DED768 DB1.DEWISS NOVE
b trip Live data 2 B -
"c1 data”. "cl data”.
Chamela[3 TizeDelayT -
2].value— IN1 o™ DL

hihi_ stpt—I¥L DB1.DBDT34 R D
bi trip
setpoint

"c1 data”.

Chanela[3 "c1 data”.

2). Channela[3
bihi stpt—{1¥2 UTf-2].status

0.000000=+
000-{1K2

=)

Figure 11. Treatment of state variable

The program compares the value of the variable
measured with the set point. If it exceeds the value
which is considered as a threshold value, an alarm is
activated informing the PLC owner that this state
variable is shutting down.

In this case, the second part of program “Choice-
PLC” is called.

We created another table named “calculation-
reliability” which stores monthly the reliability
calculated by each PLC program. The data of both
tables are stored in a block called Data Bloc “DB”.

We created also two counters, which accumulate
the “Number of the components, which underwent a
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failure” (Figure 12) and “Number of the components
functioning since the last initialization time”. The
latter parameters are reinitialized monthly after the
calculation of the PLCs’ reliability.
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Figure 12. Calculus of number of components that underwent
a failure

The second software we used is simulator TIA in
order to simulate the functioning of the designhed
system [17].

From its principal interface, we can allocate
values to the stored variables (in the tables) of the
PLCs, we can intervene to change these values during
the execution, and see how the system reacts
(Figure 13).
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Figure 13. Simulator Protool interface

For example, we have simulated the following
situation: provoke a failure in the PLC1 by affecting a
value of 26 Vin its state variable in the power blocks
(nothing that the normal value is of 24 V).

The PLC2 detects a degradation of its reliability
when allocating a big value to the variable “Number
of the components which underwent a failure”
Finally, we noted the following scenario:
detection of the failure by the program;
execution of the block of “PLC Choice”;

- choice of the PLC3 to replace the PLC1.

8. Conclusions

The proposed approach in this paper offers a new
solution to the architecture of standby PLC adopted
by industrials companies.

Indeed, the not starting up of the replacement
standby PLC during the failure of the principal PLC
leads to many economic problems when the

production system breaks down. So, it is necessary to
ensure good functioning of the whole system
including all the PLC machines. When the master PLC
crashes, a replacement procedure has to decide
which PLC becomes the new “Head” PLC. This
decision task is done by the designed supervisor
system.

This supervisor, when a failure of a principal PLC
occurs, switches automatically to the standby PLC
having the highest value of probability of good
functioning. This kind of reliability analysis approach
has been validated through simulation results and
performed on real industrial application.

In the future works, we can investigate other
theories proposed in the literature for the calculation
of reliability, and should apply this method to another
more complex systems.
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